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SETTING THE NEW STANDARD

FROM THE FIRST SHOT TO THE LAST
the average active shooter  
incident lasts 8 to 12 minutes.  
What faculty and staff do during 
these first crucial minutes will  
make a difference when it comes  
to safeguarding a student or patient. 
Planning and preparation are of  
paramount importance. Doing 
nothing is not the answer; not 
doing enough is no longer 
acceptable. School administrators 
and hospital executives face 
significant challenges when it 
comes to protecting the lives of 
those they have been entrusted 
to serve. What is required is a 
thorough understanding of best 
practices and strategies designed  
to create safe environments.

THE TWO CENTRAL QUESTIONS FACING ADMINISTRATORS ARE HOW TO PLAN FOR 
AN EMERGENCY AND DOES THEIR ORGANIZATION HAVE THE EXPERTISE?

In response to persistent terrorism threats and a continual escalation of active shooter 
events culminating in the rampage at Virginia Tech, the White House issued Presidential 
Policy Directive 8: National Preparedness in 2011. The Secretary of Homeland Security 
was directed to develop “a unified system with a common terminology and approach, 
built around basic plans that support the all-hazards approach to preparedness and 
functional or incident annexes to describe any unique requirements for particular 
threats or scenarios.”1

To ensure that those targeted by terrorists and active shooters are prepared to respond, 
on June 18, 2013, the White House released a set of comprehensive guides that 
discuss how to develop “High-Quality Emergency Operations Plans” for K-12 Schools, 
Institutions of Higher Education, and Houses of Worship. The guides are a collaborative 
effort of the U.S. Department of Education, U.S. Department of Health and Human 
Services, U.S. Department of Homeland Security, U.S. Department of Justice, the Federal 
Bureau of Investigation, and the Federal Emergency Management Agency. Employing 
the key concepts of the guides, K-12 schools and universities are directed to develop a 
high-quality, all-hazards, emergency operations plans (EOP) that includes annexes for 
special threats occurring without warning, such as active shooter incidents. The key to a 
successful plan and the possible mitigation of the threat are the following components.2

1 Presidential Policy Directive / PPD-8: National Preparedness.  
www.dhs.gov/presidential-policy-directive-8-national-preparedness. 
2The list of components was compiled from the set of comprehensive guides for developing 
high-quality emergency operations plans released by the White House in 2013.

It is essential that all stakeholders, internal 
and external, be intimately involved in 
not just the planning process but the 
implementation and exercising of the EOP. 
If the plan is developed by a select few 
and then mandated without the input of 
teachers, staff, or administrators, it will lack 
cohesiveness and effectiveness. Teachers, for 
example, know their classroom environment 
and dynamics better than anyone else. To 
not include their perspective is both ill-
advised and irresponsible. Stakeholders 
matter because of their intrinsic knowledge 
and critical roles they will play in the 
implementation of the EOP. A stakeholder 
buy-in and endorsement is much greater 
when individuals have an active voice in the 
development and enhancement of the plan. 
Knowing the plan and practicing the plan are 
key to achieving maximum preparedness. 

• Engaged Leadership – senior administrators, superintendents, and executives 
must recognize the importance of planning and support the effort.

• Collaborative Effort – the development of the plan must involve a “core 
planning team” of both internal stakeholders and external stakeholders.

• Effective Allocation of Resources – an organization must  
commit the resources necessary to develop and exercise a high-quality EOP.

• Consider All Hazards/Threats – a high-quality EOP must assess and prioritize 
all threats.

• Determine a Course of Action – the EOP must include specific annexes  
that clearly and concisely spell out actions taken when confronting a  
hazard or threat.

• Establish a Threat Assessment Team – for events such as an active shooter, 
it is essential a comprehensive team of staff be tasked with evaluating a 
potentially violent individual with the goal of intervention before a person 
becomes violent.

• Adopt and Exercise – once the EOP has been adopted, the plan has to be 
exercised annually and revised as new threats emerge.
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WHO ARE INTERNAL STAKEHOLDERS?

These individuals should be drawn from all possible 
departments and levels regardless of title or area of 
responsibility. For example, many often overlooked 
stakeholders are maintenance and transportation 
staff members that bring unique value to the planning 
equation. These individuals are familiar with areas outside 
of the classroom at a level that others are not. They will 
have knowledge of a faulty lock on a side door, a blind 
spot to surveillance cameras, or threatening notes that 
may have been found during clean up. This extra set 
of eyes and ears is and should be utilized as a valued 
source of intelligence. Real life examples evidence the 
importance of these often overlooked stakeholders.

An autistic 9 year old went missing from an elementary 
school causing teachers and the principal to panic. 
Reluctant to call the youngster’s parents, over one hour 
was spent searching for the lost child to no avail. Learning 
of the situation, a custodian spoke up, quickly recalling 
the child’s autism and suggesting that perhaps checking 
the bus route may provide a clue. Heeding this advice, 
a search party was deployed, following the bus route, 
and sure enough the child was found walking home via 
the daily route. Somehow he had missed the bus but 
remembered the way home.

WHO ARE EXTERNAL STAKEHOLDERS?

This group comprises local law enforcement, fire and 
EMS, the first responders on the scene after the incident is 
reported to 911 dispatchers. Also, community organizations, 
such as the Red Cross, city/county agencies, such as public 
works and social services, and hospitals are key players. 
These organizations are essential during the recovery phase.

It is also essential to ensure there is open communication 
between internal and external stakeholders. It is imperative 
that all groups speak in a clear and commonly understood 
language. First responders must know and understand 
the hospital, school, or university EOP and have been a 
part of any exercise, simulation, or table top conducted in 
connection with the plan. One hurdle that school districts, 
universities and hospitals have to overcome as all seek to 
create high-quality EOPs is understanding what constitutes 
best practices. As professionals, teachers have mastered 
educating our youth, hospitals have mastered patient  
care, and universities have mastered scholarship and 
research, but each may not understand the unique 
challenges posed by a tornado, a flood, or an active 
shooter event. What may be needed by all three types of 
organizations is consultancy by security/safety experts. 
Professional security consultants possess a unique and 
applied understanding of best practices.

A COMPREHENSIVE SOLUTIONS APPROACH
Administrators face increased demands to meet the challenges posed 
by enlarging and complex threats and thus they face a dilemma of 
hiring a staff member knowledgeable of active shooter threats while 
foregoing hiring staff for normal operations. Not only are such staff 
members potentially costly over the long run, organizations have to 
balance this unique staff member against a reading specialist, critical 
care nurse, or student life counselor. Thus, a prudent business  
solution is to seek assistance from an outside consultant. Experts with 
a solid background in school/campus building assessment, advanced 
school security training, and advanced emergency operations 
planning (AEOP), will significantly enhance the work of the core 
planning team. An outside expert is an excellent “sounding board” 
that does not have a stake in interoffice rivalries and bureaucratic 
turf. When hiring a consultant it is important to seek someone with 
security and safety credentials.

Increasingly, hospitals, schools and universities are impacted 
by threats and hazards. Even with this increased awareness, the 
rampage at Sandy Hook Elementary is a grim reminder that more 
planning, training, and strengthening of facilities is needed if society 
is to mitigate the active shooter horror. School officials, university 
presidents, and CEOs of hospitals need to be proactive. They need 
to embrace the benefits of an all-hazards comprehensive approach 
because its results are far reaching. Coordination and synergy from 
a comprehensive solution will provide seamless communication 
and implementation. Leaders of organizations should always ask the 
question, “How will I assess the threat and is our current plan the right 
security solution?”

School & Campus Assessment
• Expertise in building entry access
• Expertise in facilities and grounds management

• Expertise in perimeter control

Advanced School Security Training
• Experience in security based planning models
• Experience in interactive training techniques
• Knowledgeable of evidence based best 

practices

• Credentialed instructors and trainers

Advanced EOP Implementation
• Knowledgeable of applied exercise for EOP 

annexes
• Experience conducting interactive simulations
• Experience managing EOP related table tops

Key areas to keep in mind
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